I. INTRODUCTION
A PAIRING is a map from to , where and are additive groups of order and is a multiplicative group of order , which satisfies the following properties:
These are referred to collectively as bilinearity.
In the present paper, we consider the case in which and are subgroups of points of order on an elliptic curve over a finite field , and is a subgroup of the multiplicative group of , where is a positive integer determined by and . We refer to pairings from to as pairings on elliptic curves. Pairings on elliptic curves, first, attracted attention in cryptography to attack elliptic curve cryptosystems based on the elliptic curve discrete logarithm problem (ECDLP). We can reduce the ECDLP to the discrete logarithm problem (DLP) on using pairings on elliptic curves and attack elliptic curve cryptosystems in subexponential time (see [8] , [17] ). Around 2000, Sakai et al. [25] and Boneh et al. [4] independently proposed ID-based cryptosystems using pairings on elliptic curves. Furthermore, many excellent schemes based on pairing have been proposed, including one-round DH key exchange for tripartite proposed by Joux [15] and short signature proposed by Boneh et al. [5] . At present, pairing-based cryptography is a subject of great interest in cryptography.
The security of most of pairing-based cryptosystems is based on the difficulty in solving the ECDLP, the DLP, and the pairing inversion problem. For cryptographic use, we consider II) . In the present paper, we consider the inversion problem of Tate pairing. The following is a natural approach to the pairing inversion problem of Tate pairing:
Step 1: Find a -th root of the input .
Step 2: For the solution of Step 1, find a point (or or the pair ) with if such a point or pair exists (see Section II for an explanation of the notation ). At first glance, this approach would seem to be infeasible because attackers need to try Step 2 for all roots of Step 1. However, as shown in [11] , it suffices to choose a random root to solve the inversion problem of the Tate pairing .
Step 2 is referred to in [11] as the Miller inversion. The difficulty of the Miller inversion is related to the degree of the function . Generally, the degree of is very large. So, the Miller inversion is generally a difficult problem. Galbraith et al. [12] discuss the difficulty of Miller inversion of pairings over small characteristic fields. Although some examples of "easy" Miller inversion are shown in [11] , solving the Miller inversion does not need to be made difficult to guarantee the difficulty of solving the pairing inversion problem because
Step 1, namely inverting the final exponentiation, is generally difficult.
On the other hand, a very interesting approach to solve pairing inversion was shown by Page and Vercauteren [24] . Their method, fault attack on pairings, does not require solving Miller inversion. The basic approach of their attack is to use the structure of Miller's algorithm, which is currently a standard algorithm for pairing computation. Let be the target pairing for attackers, that is, attackers try to find from and . If attackers are able to access the value , they can obtain the value of from and (see Section II for the notation and ). In [24] , the authors considered several types of pairing. Vercauteren [28] considered general cases by introducing the hidden root problem.
The main result of the present paper provides another approach to solve pairing inversion without solving Miller inversion. Our method assumes that we have an efficient algorithm for solving exponentiation inversion (EI), which is formulated in Section II.
We consider pairing inversion of the pairings proposed in [27] .
pairings are variants of the Ate pairing proposed by Hess et al. [14] .
pairings shorten the length of the Miller loop by for certain types of pairing-friendly elliptic curves (where is the Euler function of ). However, 0018-9448/$31.00 © 2012 IEEE the structure of pairings is "too good" and provides some information to attackers. In the present paper, we demonstrate that the pairing inversion problems of pairings can be reduced to the EI using this information.
The results of the present study do not demonstrate that pairing inversion is easy, because the EI is generally hard. However, it is interesting that pairing inversion can be reduced to such a simple (but not necessarily easy) problem.
The remainder of the present paper is organized as follows. Section II presents a brief mathematical description of pairings and the pairing inversion problem. Section III presents the solution of the pairing inversion problem of pairings, which is the main result of the present study. Finally, conclusions are presented in Section IV.
II. PRELIMINARIES

A. Pairings
Let be a finite field of characteristic , and let : be an elliptic curve over . We denote the point at infinity of as . Let ( ) be the group of -rational points on . The trace of is denoted as . Then,
. Let be a large prime number with and . The embedding degree with respect to and is the smallest positive integer with . We assume that .
1) Rational Functions on Curves:
Before introducing pairings, we briefly review divisors and rational functions on curves. For details, see, e.g., [18] .
A divisor on is a formal sum of finite numbers of points on :
. Here, is referred to as the order of on , and we write . The degree of , denoted by , is defined as . When a rational function on has zeros of order and poles of order , the divisor is referred to as the divisor of , and we write . For a point and an integer , we define a rational function on , denoted by or simply , over as a function with , where is the -multiplication of . The function is uniquely determined, up to nonzero scalar multiples, from the ground field of . To compute , we use the following properties of (see, e.g., [21] and [22] ).
• for a positive integer , [1] proposed the pairing, which is a generalization of a method proposed by Duursma et al. [6] for supersingular curves. In 2006, Hess et al. [14] proposed the Ate and twisted Ate pairing as generalizations of the pairing. These can be applied to both supersingular curves and ordinary elliptic curves. In 2007, Zhao et al. [27] proposed the and twisted pairings. We review only the pairing because we will consider the inversion problem of pairings.
3)
and Twisted Pairings: The -Frobenius endomorphism on is denoted as , i.e., . We consider the following two groups:
and . Let for . For each , we define the following quantities in a manner similar to that for Ate pairing. Let be the smallest positive integer such that . In addition, , and is a positive integer such that . As with Ate pairing, pairing has two versions: the pairing defined on and the pairing on . The pairing on is defined by ( and ), where may be either supersingular or ordinary. Here, is the normalization of . As mentioned at the beginning of this section, the rational function with is uniquely determined up to nonzero scalar multiples. When the point is in , the multiples are in and will not be annihilated by final exponentiation. Therefore, we need to consider the normalization. We can use the normalization function , where and is called a uniformizer of on (see, e.g., [18] ). On , we must consider whether is supersingular. When is supersingular, the pairing is defined by ( and ). If is ordinary, does not have bilinearity on , the same as for Ate pairings (see [14] ). In this case, we must use the twist of .
Let and be ordinary elliptic curves over . We refer to the curve as a twist of degree of if there exists an isomorphism defined over and is minimal with this property. We hereafter consider with characteristic . Then, only , and 6 are possible (see [14] for explicit forms of twists of elliptic curves with characteristic In Section III, we use the exponential relationship between the reduced pairing and the Tate pairing :
Note that the exponent is prime to because . Improvements to pairing have been proposed. For example, the R-Ate pairing has been proposed by Lee et al. [20] , optimal pairing has been proposed by Vercauteren [29] , and a generalization of optimal pairing has been proposed by Hess [13] . However, we do not present further information on these pairings in the present paper because the present approach is applied herein only to and twisted pairings.
B. Pairing Inversion Problem
As mentioned in Section I, the pairing inversion problem consists of finding a point (or a pair of points) on an elliptic curve from the value of a pairing function.
Galbraith et al. [11] and Satoh [26] have already considered the pairing inversion problem theoretically. Satoh [26] discussed the difficulty of the pairing inversion and related problems(e.g., the Weak Diffie-Hellman problem). Galbraith et al. [11] gave a detailed discussion of inverting a final exponentiation and inverting a Miller computation.
In the present paper, we formulate the pairing inversion problem according to [11] . In this subsection, and are additive groups of order . Later, we will consider the case or , where and are the groups introduced in Section II.A. The group of -th roots of unity is denoted as , and the pairing function is assumed to be given. In this section, we explain the main result of the present paper. First, we give the definition of EI:
Definition 3: (Exponentiation Inversion, EI) For an unknown element , assume that an integer and the value of are known. Then, the EI, or -EI, is the problem of finding from the instance . When is a value of a reduced pairing and , -EI corresponds to inverting the final exponentiation. However, we will deal with -EI for general in the present paper.
We demonstrate that the pairing inversion problem of pairings for many cases is reduced to the EI. The basic concept of our approach is to use cyclotomic polynomial for embedding degree . As in Proposition 2.4 in [9] , is equivalent to that the embedding degree is . Therefore, we obtain a relationship among the Tate pairing and a number of pairings using .
A. FAPI-1 on
Here, we consider FAPI-1 on (Input: and , Output: such that ), although the basic strategy does not depend on whether pairings are defined on or .
We first explain the case for which the embedding degree is . The proposed approach can be described very simply for , which is currently the most popular embedding degree for implementation (see e.g., [7] , [23] ) because good parameterized curves, so-called BN-curves [3] , can be obtained with .
1) The
Case: The cyclotomic polynomial is . Therefore, divides , that is, satisfies the following:
We write , where . Therefore, we obtain
(1)
The right-hand side of (1) can be expressed
The left-hand side of (1) ( ) The cyclotomic polynomial is . In this case, at first it might appear that no pairing relationship exists. However, multiplying by the polynomial , we obtain Thus, we obtain the following relationship:
where .
For general , holds because the cyclotomic polynomial satisfies . Therefore, we obtain the following relationship: where and ( ). Thus, we obtain a pairing relationship using all of the pairings ( ). We estimate the running cost of reduction from the pairing inversion to the EI. We assume the use of pairing-friendly elliptic curves. Then, it may be assumed that because the embedding degrees of pairing-friendly elliptic curves are less than (see [9, Section 2] ). Thus, the number of using an algorithm for solving the EI to compute is less than . . Thus, the proposed approach cannot be applied in these cases.
We assume that is a prime field, i.e., . Then, is a pairing-friendly field if and is even (see [19] . Usually, we choose elliptic curves with large (i.e., ) so that point compress techniques, which are analogous to techniques using distortion maps in the case of supersingular curves, can be used. Therefore, the number of examples to which the proposed approach cannot be applied is not large in the case of pairing-friendly fields.
Thus, the proposed approach can be applied to FAPI-1 of the twisted pairing on in numerous practical cases.
IV. CONCLUSION
In the present paper, we have demonstrated that, in several cases, FAPI-1 of the pairing is reduced to solving the EI. The proposed approach can be applied to other pairings, the R-Ate pairing [20] and the optimal pairing [29] (and the generalization by Hess [13] ), by converting the inversion problem of these pairings to that of the pairing since these pairings also have exponential relationships with the Tate pairing. Thus, similar results can be obtained for these pairings.
However, our approach is not practical because the EI is not easy. So, these results do not demonstrate that pairing-based cryptosystems are insecure.
Applying our approach to FAPI-2 is still an open problem.
